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Abstract

Bitcoin is a decentralized digital currency that enables instant payments to
anyone, anywhere in the world. It uses peer-to-peer technology to operate with
no central authority: transaction management and money issuance are carried
out collectively by the network.

Today the Bitcoin network is restricted to a sustained rate of 7 transactions per
second due to the bitcoin protocol restricting block sizes to 1MB. The issue of
block size and scalability of bitcoin as the blockchain size increases in the future is
a widely debated topic.

In this work, we develop a method for stress testing core parts of the bitcoin
architecture by simulating high volumes of transactions. By running such
simulations we can answer several questions that can help in scaling bitcoin, such
as the practical limit of how many transactions can be included per block, how
many transactions can be processed per second, what are the benchmarks for
CPU and memory performance, issues and failure conditions during stress testing
etc.
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1. Introduction:

Bitcoin is a decentralized digital currency that enables instant payments to
anyone, anywhere in the world. Bitcoin uses peer-to-peer technology to operate
with no central authority: transaction management and money issuance are
carried out collectively by the network. The original Bitcoin software by Satoshi
Nakamoto was released under the MIT license. Most client software, derived or
"from scratch", also use open source licensing [1]. Bitcoin is the first successful
implementation of a distributed crypto-currency, described in part in 1998 by Wei
Dai on the cypherpunks mailing list. Building upon the notion that money is any
object, or any sort of record, accepted as payment for goods and services and
repayment of debts in a given country or socio-economic context, Bitcoin is
designed around the idea of using cryptography to control the creation and
transfer of money, rather than relying on central authorities [2].

Figure 1: How do Bitcoins work

2. Background:

Previous work in this field was conducted by the btcsuite team using btcsim[3],
which was comprehensive, however it was limited to btcd, the alternate
implementation in Go. In this Dissertation we conducted similar simulations on
bitcoind[4], the official C++ implementation.
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3. Objectives:

The idea is to simulate load on the Bitcoin network and see how the existing full
nodes and wallets behave under that load. This will allow us to answer many
questions whose answers are currently the subject of speculation:

e What is the maximum practical limit for full nodes in terms of average
transactions per second ("tps"), transactions per block (“tpb”)?

e Which parts of the existing network infrastructure fail or have problems
under what conditions?

e How many tps can be modeled using a single machine with one or more
"agents" creating simulated transactions on it?

4. Scope of work:

As a part of this project, a test driver will be implemented which simulates transaction
volumes and measures the throughput of the network. Behavior of nodes with respect to
various transaction rates per block will be explored and discussed. The implementation
will be assessed based on the following milestones:

e A 1-agent simulation where the wallet contains 1000 addresses and the agent
only sends payments to addresses it already controls.

e A N-agent simulation where each wallet contains 1000 addresses and the agents
randomly send funds to each others addresses.

e A N-agent simulation with 1000 addresses each, which takes a curve for average
transaction rate as an input.

5. Architecture:

For this project, we use the binary application bitcoind which acts as a bitcoin node for
the simulation. The simulation launches the node, initializes the agents, manages their
addresses and sends funds as payments between them. After the simulation is done, a
report of the statistics will be displayed.

To be able to create transactions without using real bitcoins, we use the regtest mode [5]
provided by bitcoind. It allows us to generate mock bitcoins instantly without being
connected as a peer to the bitcoin network.

We break down the application into the following components:

11



a. Test Driver:
The test driver launches the simulation, initializes agents, manages them using a RPC
client, and generates transactions. Once done, it cleans up by gracefully shutting down
processes and reports the statistics.

b. Actor:
An Actor simulates the agent by launching a node which acts as wallet agent and
interacts with the test driver to generate transactions. The test driver may initialize one
or more actors to run an N-agent simulation.

c. RPC Client:

For the Test Driver to communicate with the Actor, we need a RPC client. The client
manages the connection to the Actor and sends a request to create a transaction.
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\
\ s \
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Figure 2: Architecture

This architecture (as shown in Figure 2) enables the simulation of a blockchain with very
large block sizes (up to 32MB), starting at a small block height with a minimal set of
components involved.
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6. Simulation:

The default block size in bitcoind is 75000 bytes, therefore we need to modify and set
blockmaxsize flag on the command line to 32 MB (--blockmaxsize=33554432). With
this simple configuration change, we can simulate blocks larger than the default protocol
limit of 1 MB. We chose 32 MB as the block size for this simulation since the protocol
limits all P2P messages to 32 MB.

Note that the following simulations were run on a average hardware CPU miner. The
results for proper mining hardware could be different.

We simulated a blockchain with 180,000 transactions per block. The process of setting
up the transactions takes nearly 12-15 hours depending on the hardware. For mining the
blocks, we found that an average CPU takes 50-80 minutes per block. A 32 MB block can
hold a maximum of approximately 167,000 simple P2PKH transactions, so the remaining
transactions will remain in the memory (mempool). Assuming, the block generation time
could be optimized to 10 minutes, we can scale the number of transactions per second to
an average of 267 tps, which is far greater than the current average of 0.9 tps on the
main network (mainnet).

7. Summary:

We found that the bitcoind implementation was also capable of handling far larger
block sizes than the current average.

We did not experience any failure modes or issues during the stress testing.

The time taken for generating large blocks was found to be significantly greater in
bitcoind, when compared to btcd.
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8. Conclusions and Recommendations:

The simulation results show that larger block sizes can be handled, although
optimizations might be required to ensure timely generation of blocks. In particular, this
might involve a architecture with load-balancing approach to costly operations like
ECDSA signature verification.

9. Directions for future work:

We hope that the simulation results will pave way for more rigorous and standardized
benchmarks, with analysis of performance providing insights into optimizations which
can help the scalability of bitcoin.
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